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APPLICATION OF LAPLACE TRANSFORM TO CRYPTOGRAPHY
USING LINEAR COMBINATION OF FUNCTIONS

E. ADEYEFA!, L. AKINOLA', O. AGBOLADE!, §

ABSTRACT. The strength of nations, organizations such as military, intelligence agency,
hinges primarily on its ability to keep sensitive information secure from intruders. Today,
cryptography is used to protect mobile communication, internet services, bank details,
etc., from hackers and fraudsters. In this paper, we present an algorithm for cryptog-
raphy using Laplace transform of linearly combined functions for encryption and the
inverse Laplace transform of the linearly combined functions for decryption.
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1. INTRODUCTION

Great importance has always been attached to information security from time immemo-
rial. When Monarchs ruled the world, one of the factors that determine the longevity of
a King’s reign is the king’s ability and his subjects to keep sensitive matters. The success
of coup d’eta has always been hinged on the availability of sensitive information to the
monarch’s opponent.

In contemporary times, a nation’s strength is hinged on its ability to keep information
regarding its military power secret. In both times mentioned, the ease with which in-
formation can be communicated among members of the same party without revealing to
others has great importance. The science of securing paths using codes, algorithms such
that only the sender and intended receiver understands the message is called cryptography.
The word cryptography has been reported to be derived from two Greek words, “Krypto
and Graphene” where the first means hidden or secret, and succeeding word means writing
(see [8]). Thus, cryptography succinctly refers to secret writing.

According to [8], defined cryptography as the science and art of concealing information
using some special measures, called cryptographic algorithms or ciphers, such that only
the intended users can have access to them. In other words, cryptography is the process of
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converting message (called plain text) that can be understood by the sender, the recipient
and also by anyone else who gets an access to that message to a codified form (called
ciphertext) using suitable scheme so as to hide the meaning from intruders. A cipher itself
is a system which converts plaintext into ciphertext by applying a set of transformations
to each character in the plain text. Encryption transforms a plain text message into cipher
text, whereas decryption transforms a cipher text message back into plain text.

Various techniques( [1, 2, 3, 4, 5, 6, 8, 10, 11, 12, 13]) for cryptography have been
explored by researchers globally. [1] developed a symmetric cryptography by using the
Chebyshev Polynomials. Authors in [14] used concepts originating from Reversible Cellu-
lar Automata (RCA) to develop new trapdoor that will serve as base of new encryption
schemes. [2] and [6] used mathematical techniques involving matrices for encryption and
decryption.In literatures [3] and [4] strings of letters were encrypted by using series ex-
pansion of cosh rt and sinh rt respectively while [9] used the series expansion of €. The
type of function used determines the length and the pattern of cipher text to be produced.
Since the aim of encryption is to make information secret to general public, thus, in this
paper, we use the linear combination of the exponential function and the hyperbolic sine
functions.

2. THE LAPLACE TRANSFORM

We consider here, the Laplace transform of f(¢) defined by

zxﬂw}zF@w=Ame*v@Mt (1)

for positive values of ¢, provided that the integral exists. Here the parameter s is a real or
complex number. The corresponding inverse Laplace transform is

L7HF(s)} = f(t) (2)
see [7] The linear transformation of this function f(¢) is possible. If fi(t) and f2(t) are
functions with Laplace transforms F(s) and Fy(s) respectively, then

L{cifi(t) + cafa(t)} = c1Fi(s) + caF»(s), where ¢, co are constants. (3)

This is called the linearity property of Laplace transform. The following standard (al-
gebraic and transcendental) functions are considered with assumption that their Laplace
transform exists.

n n! [ n! n
Ly = e U b=t ()
! n!
L{tnekty — e A L QRO 5
(e = o = (5)
. _ k .
L{Slnh kt} = m, S Z |k7|, L 1 { 2 kQ} = sinh kt (6)

s = () Fon s {eo (4) Fef-ro o

3. PROPOSED METHODOLOGY

The algorithms below gives the proposed methodology.
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3.1. Method of Encryption. The steps involved in Encryption are as follows:

Step 1: Select the message P to be sent, and convert each letter into number so that
Z=25Y=24 X=23, --- B=1, A=0.

Step 2: The given plain text P is organised as a finite sequence of n- numbers based on
the conversion above. Let the given plain text be "SECURITY” . Here n = 8, based on
the above step, the message becomes S =18, £ =4, C =2, U =20, R=17, I =
8, T'=19, Y = 24. Therefore our plain text finite sequence is

Dy =18, Dy =4, Dy =2, D3 =20, Dy =17, Ds =8, Dg =19, D7 = 24, D,, =
0 forn > 8

Step 3: Write the numbers as the coefficient in t2[e"® + sinh 7], where r is a positive
constant.
Consider the standard expansion

t? () ()t (rt)° (rt)’ — (rt)’
r_— 1 t (r e R
¢ R T T TR - R TR ;(i)! (8)
. (Tt)?’ (T‘t)5 (Tt)7 (Tt)QHl o0 (Tt)2i+1
Sinh rt = rt . R ~7
T T Cr ;(Qiﬂ)! 9)
o e(nem PR e (o)
t*[e""+sinh|rt = T + 3 + g 4.
. . (10)
pigit2 (2i+lpi+1 4 (Tt)l+1> o pigit2 (2i+1Pi+1 i (rt)”1>
* 20+ 1) +"':Z§ 2i+ 1)
n!
Where nP»,‘ = m
Let us consider
f(t) = Dt?[e* + sinh 2t] (11)
f(t) :t2 (lpl + Qt) Dy + 23 (3P2 + 2t2) Dy n 224 (5P3 + 2t3) Doy
1! 3! 5!
25 ("Py+2tY) D3 245 (OPs +2t5) Dy 257 (M1 Ps 4+ 2t5) D
LPE(P ) Dy BP0 D PO (MR A)Ds
7! 9! 11!
2648 (13P; +2t7) Dg 279 (P + 2t%) Dy
+ 13! + 15!
2t3 (3 Py + 2t2 224 (5 Py 4 213 2345 (TP, + 2t*
F(t) =186 ("Py +2t) + 4 CP+20) |20 CR420) | o2 (P2t
3! 5! 7!
24¢6 (95 4 2t° 25¢7 (11 pg + 216 2648 (13, 4 247
+ 17 ( 9? ) + 8 ( 116; ) + 19 ( 137' ) (13)

N 2427t9 (15P8 + 2t8) _ i Di2iti+2(2i+1]:)i+1 4 (Tt)i—l-l)
15! v (2i+1)!
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Step 4: Next, take the Laplace transform of the function f(¢) in (13)
L{f(t)} = L{D#*[e"" + sinh rt]}

L{f(t)} =L { 18> (P +2t) + 4

7! 9! 11!
26¢8 (13P7 + (2t)7) 27¢9 (15P8 + (2t)8>
1 24
1 13! - 15!
. 36 264 96 3840 8160 13440 68096 405504 957440
U =g+atst 5 T2 S T T T
213909504

234 (7P4 + (2t)4>

23 <3P2 + (2t)2)

+2

2244 <5P3 + (275)3)

+17

3!

2446 (9P5 + (2t)5> .
I

5!

9547 (11P6 I <2t)6)

+ 20

2555904 | 32686080
+ +

gl4 sl6

Step 5: Next, find E; such that
E;=h;+pmod 26, :=0,1,2,---

sl8

where p = 7, and h;s are the coefficient of terms in (15)

i | hi+p E; = h; + p mod 26
0 | 36+7=43 17
1 | 2644+7=271 11
2 | 96+7=103 25
3 | 3840+4-7=3847 25
4 | 8160+7=8167 3
5 | 13440+4-7=13447 5
6 | 68096+7=68103 9
7 | 40555044-7=4055511 15
8 | 9574404-7=957447 23
9 | 2555904+4-7=2555911 7
10 | 32686080+7=32686087 5
11 | 213909504+4-7=213909511 23

The values of E; above will be the encrypted message.
Hence the message SECURITY becomes RLZZDFJPXHFX.

Step 6: Next, we obtain the key k;

ki

_hi+ p—E;

26

where i1 =0,1,2,---m.

1053

(14)

(16)



1054 TWMS J. APP. AND ENG. MATH. V.11, N .4, 2021

Thus the key is obtained as

ko =1, ky =10, ko = 3, kg = 147, k4 = 314, ks = 517, kg = 2619, ky = 15596, kg =
36824, kg = 98304, k19 = 1257157, ki = 8227288.
Therefore, the message to be sent to the receiver will be a pair of the cipher text RLZ-

ZDFJPXHFX and the key 1, 10, 3, 147, 314, 517, 2619, 15596, 36824, 98304, 1257157,
8227288.

3.2. Method of Decryption. The method of decryption are as follows:

Step 1: Consider the cipher text from sender. If the length n of the cipher text is a
multiple of 3, then expand the function F'(s) given below up to i = 2Tm — 1 term. If

otherwise, then expand up to i = 2’%—71
L[+ 2) (0 + 1)) 2 o [P N(20+ 3)(20 +2)] 5P
F(s) = Z §3i+7 D; + Z §3i+7 (19)
=0 1=0

For the example above, we expand up to ¢ = 7,hence we have

(s*[2] + s3[67]) Do (s5[67] + s*[2073]) Dy (s8[127%] + s°[427°]) Dy
s7 + 510 + $13

F(s) =

(51972073 + s8[7277]) D3 (s2[307%] + s7[11079]) D4
+ 16 + s19

(20)
(s'4427°] + s®[156 1)) D5 (s'0[56 %] + s°[21071%]) Dg
T 522 - $25

(s'8[7277] + s'0[272715]) Dy
528

Step 2: Substitute the value of r in (19), in this case r = 2. Next, simplify and rearrange
the series in ascending order of the the denominator.
2Dy 12D+ 12Dy  48D9 160D +160D3 480D, = 1344D,
3 T 4 L 6 T T 8
s S S s S s
1344Ds  3584Dg =~ 9216Ds + 9216D~,  56320D4 = 319488Ds
g T o T 10 + m T 4
S S S S s

F(s) =

(21)

1720320D ~ 8912896D;
+ 516 + 518

Step 3: Next find the Inverse Laplace transform of F'(s) above.
4D, 4D 2D
—+ 3} e

t6
3 3 3

L™YF(s)} =Dot* 4 [2D¢ + 2D1]t> + 2Dot* + [

— |t =t t t 22
{ 15 15 ] + 45 + 315 * 315 + 2835 (22)
8D5 15 8D¢ 15 16D7 47
—t t t
+ 155925 + 155925 + 638512875

Step 4: Transform each letter of the cipher text into numbers so that A = 0, B = 1,
C =2, --- Z =25 and denote each term by E;, i =0,1,2---, E; =0fori>n

For the cipher text RLZZDFJPXHFX, it becomes R =17, L=11, Z =25, D=3, F =
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5, J=9, P=15 X =23, H=7, F=5, X =23

Step 5: Find h;,i = 0---n using h; = 26k; + E; — p, in this case, p = 7.

ho = 26(1) + 17 — 7 =36

hy = 26(10) + 11 — 7 = 264

hy = 26(3) + 25 — 7 = 96

hs = 26(147) + 3 — 7 = 3840

hy = 26(314) + 5 — 7 = 8160

hs = 26(517) + 5 — 7 = 13340

he = 26(2619) + 9 — 7 = 68096

h7 = 26(15596) + 15 — 7 = 405504
hs = 26(36824) + 23 — 7 = 957440

hg = 26(98304) + 7 — 7 = 255904
hip = 26(1247157) + 6 — 7 = 32686080

hi1 = 26(8227288) + 23 — 7 = 21390954 |
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(23)

Step 6: Next, multiply each coefficients of f(t) above by the factorial of ¢ power and

equate to its corresponding F; value . Afterwards, Solve for the D; s.

Do x 2! = 36
Do = 18

[2Dg + 2Dy] x 3! = 264

12Dy + 12D; = 264

12(18) + 12D = 264
Dy =4

2Dy x 4! = 96
Dy =2

4Dy  4Ds ,
L T 5l =384
[3 + 3}><5 3840

substituting D; value gives
D3 =20

2D,

oDy =17
4Dy  4Ds
[ 15 + 15
substituting Do value gives
D5 =8

] x 7! = 13440

4D
270 81 = 68096 .. Dg =19

(24)

(28)

(29)

(30)
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8D3 8Dr |
—_— 4+ — =4 4
[315 315] x 91 = 40550 )
substituting D3 value gives (31)
Dy =24
4Dy
11! = 957440
2835 (32)
S Dy =17
8Ds
13!=2 4 . D5 = 33
155025 x 13 55904 . D5 =8 (33)
8Dg
———— x 15! = 32686080
6081075 (34)
Dg = 19
16D~
————— x 17! = 213909504
638512875 (35)

D7 =24

Step 8: Arrange the D; values sequentially and transform into letters using the transfor-
mation described in step 4
18=85,4=FE,2=C,---,19=T,24=Y

Hence, the cipher text RLZZDFJPXFX becomes SECURITY.

3.3. IMlustrative Examples. Following the procedure in section 3.1 above, the plain texts
SECURITY, EXCELLENCE & HOLINESS, are transformed to cipher texts as presented
below.

e SECURITY becomes VVNDBFBLTB with (r; p) = (5; 11) and the key as 1, 25,
23, 2308, 12260, 50481, 639423, 9519231, 140474760, 343750000, 187330979567,
7662259615385.

e EXCELLENCE becomes LRVZFDNRLVDNDHJ with (r; p) = (11; 3) and key as
1,68, 111, 27643, 185828, 3382071, 15262679, 917396050, 1484023022, 149638988082,
18830570260326, 1115349161573155, 568105751040528536, 13297144903596805360,
39518152051401452649.

e EXCELLENCE becomes LNJHJIDNRXLDZDIL with (r; p) = (32; 29) and key as
1, 200, 946, 630567, 13308850, 704643073, 9250698792, 1617550760094, 7612003576911,
2232854382560493, 2377900603251621889, 11911943463224309489034,
513793473336273992501249, 1017729551527884745229568473,
2559679096614693983791419933933.

e HOLINESS becomes XRRZJZPJJJPX with (r; p) = (12; 113) and key as 4, 57, 618,
22528, 219619, 3902393, 68682061, 1403076316, 129687123009, 6847480094668,
5019071227079203, 786607962979193361.

4. GENERALIZATION OF RESULTS

The generalization of the encryption and decryption algorithm is possible. Here, we
shall consider the encryption of any given message in terms of D;.
Input-Output
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Use of Laplace Transformation in Encryption: The input given to the encryption algo-
rithm is

Text: SECURITY

The output obtained after encryption is

Cipher Text: RLZZDFJPXHFX

The Key used for Decryption is 1 10 3 147 314 517 2619 15596 36824 98304 1257157
8227288

Use of Inverse Laplace Transform in Decryption: The input given to the decryption algo-
rithm is
Cipher Text: RLZZDFJPXHFX

The output obtained after decryption is
Plain Text: SECURITY

We considered
f(t) = Dit*[e" +sinh rt] rieN (36)
where N is the set of all natural numbers.

Taking the Laplace transform of f(¢) and following the procedure as described in section
3, the given n-long message can be converted from D; to F; where

E; = <m+2P2 r{D; + ¢ D;} +p> mod 26 for i = 0(1)n — 1 (37)
where
D; is such that and D; =0V i>n

OVke2Z and k<n
e, =R 1VEk¢2Zand k<n
1VE > n

%VieQZandiSn

i_IVi¢QZandi§n
D; is such thatj = i—gVnEQZ,i S n (38)
I R A I
L 0 Vji>n
1Vi <n
:{2j+3Vi>n

i1 Vi<n
a_{i+1Vi>n

where Z is the set of all integers.
Next, we consider the generalization of the decryption algorithm. To decrypt a message
FE; that is received, we follow the steps outlined in the previous chapter, and this can be
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generalized to give the function:

r~'(26k; + E; — p)
Di = m+2P2 — CiDj (39)
where g represents the length of the cipher text received, and other terms not defined

hereafter are as defined above.

2
N ovgesz
3
"TYon-1
5 Va ¢ 3L
(40)
OVie2Z andi<n
ci=41Vi¢2Zandi<n
1Vi >n
Dj is such that
' %ViEZZandign
7—1 . .
Vig¢2Zandi<n
Jj= i—gVn€2Z,i>n
1
i—n+ Vn¢2Z,i > n (41)
0 V otherwise

1 Vi <n
m_{2j+3Vi>n

1Vi<n
o=\ . )
i+1Vi>n

5. CONCLUSIONS

(1) In the proposed work, we improve an innovative cryptographic scheme using Laplace
transforms of linear combination of functions and the key is the number of mul-
tiples of mod 26. The function provides numerous transformations as per the
requirements which are the most functional factor for changing key.

(2) For every plain text of even length z, it is transformed to a cipher text of length

?. 1For every plain text of odd length vy, it is transformed to a cipher text of length
Y+

2

(3) The similar results can be obtained by using the Laplace transform of some suit-
able functions. Hence, extension of this work is possible.

(4) The sequence in which the message (the cipher text and key) sent to the receiver
is very important. If the sequence is altered, the information which the receiver
will get after decoding will be wrong.
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